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Biography 

Alex M. Podobas is a Senior Cybersecurity Analyst/Penetration Tester at US ProTech, Inc. He 
specializes in analyzing web applications and networks for security vulnerabilities, developing 
applications to parse “Big Data” sets to analyze anomalous security events, and reviewing web 
applications, databases, and other cloud-related technologies for compliance with federal and 
state data privacy statutes. Mr. Podobas has a Juris Doctor from the University of California, 
Irvine School of Law and an undergraduate degree from the University of California-Los 
Angeles 

This memorandum presents Mr. Podobas’s analysis alone and does not represent in any way the 
opinions of the US ProTech, Inc. or any other organization or person. 

Introduction 

The number of software tools and services specifically built to deliver media content online has 
risen as the Internet has increasingly become a distribution system for video streaming. 
Encryption measures are routinely integrated into online distribution platforms to protect digital 
video files during storage and transmission. This memorandum discusses several of the most 
prominent encryption measures in use today. 

WebM 

Definition 

WebM constitutes a set of open-source, royalty free software technologies used to support 
playback of audio-visual media files primarily in web-based context. Per its open-source project 
website: “WebM defines the file container structure, video and audio formats. WebM files 
consist of video streams compressed with the VP8 or VP9 video codecs and audio streams 
compressed with the Vorbis or Opus audio codecs.”1  WebM technology is deployed on 

                                                
1 See https://www.webmproject.org/about/. 
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thousands of websites worldwide. Its most prominent use case includes generic YouTube, which 
makes WebM the default transcoding scheme for video uploads.2 

WebM utilizes encryption and decryption of media files through the AES (Advanced Encryption 
Standard), a FIPS (Federal Information Processing Standard)-compliant cryptographic algorithm 
defined at 66 FR 63369.3 AES operates as a “symmetric block cipher,” using a fixed-length bit 
and a single key used to encrypt (encipher) and decrypt (decipher) AES-protected data.4  

DVR Systems 

DVR stands for “Digital Video Recorder.” The purpose of such systems is to digitally save 
copies of video content onto storage devices such as USB sticks, external hard drives, or hard 
drives internal to the DVR itself. DVR systems are a general descriptor for the functionality they 
provide, and are not a brand identity or trademark associated with one particular vendor.   

Encryption on DVR Systems using HDCP 

DVR systems routinely include encryption.  

(1) HDCP:  Some DVR Systems utilize a technology named “High-bandwidth Digital 
Content Protection” (“HDCP”). This encryption technology protects the transmission 
between what device reads the content from a media source and what that device is 
connected to in order to display the media source. Thus, the purpose of HDCP is to 
regulate which displays are authorized to transmit the audio and/or video content of 
HDCP-protected files at the “last stage” of the transmission: the connection between a 
device and the display, and whether the display can ultimately render the audio and visual 
aspects of HDCP-protected content.5 

(2) HDCP Components. HDCP-protected systems typically include four components: 
source (such as a set-up box like a DVR or a DVD or Blu-Ray player); sink (the display 
that receives content and renders it on a display for viewing); repeaters (such as audio 

                                                
2 See https://youtube.googleblog.com/2011/04/mmm-mmm-good-youtube-videos-now-
served.html.  
3 See https://www.federalregister.gov/documents/2001/12/06/01-30232/announcing-approval-of-
federal-information-processing-standard-fips-197-advanced-encryption-standard. 
4 The raw source code of WebM’s encryption mechanism may be found at 
https://github.com/webmproject/webm-tools/blob/master/webm_crypt/webm_crypt.cc and the 
yet un-finalized standards specification for AES support in WebM may be found at 
https://www.webmproject.org/docs/webm-encryption/.  
5  See https://www.digital-cp.com/sites/default/files/resources/HDCP_deciphered_070808.pdf at 
1. 
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amplifiers or video splitters); and digital interfaces (physical input/output ports that are 
connected by a cable). HDCP protects the digital interface communication channel, and 

includes:6 

• Digital Visual Interface (DVI) 
• DisplayPort, GVIF (Gigabit Video Interface) 
• DLI (Digital Light Interface 
• UDI (Unified Display Interface) 

 
HDCP utilizes encryption to verify that a device is authorized to perform certain content using 
authentication, authorization, and encryption. HDCP uses these principles in three distinct steps. 
In the explanation below, imagine a scenario in which an HDCP-protected Blu-Ray disc is 
inserted into a Blu-Ray player and asked to play a particular movie on a particular screen. The 
components of this example, for the sake of clarity, shall be:  

• Source: a Blu-Ray DVD  

• Transmitter 1: A device (Blu-Ray Player) that is asked to render the audio-visual 
content of a media source  

• Connector 1: an HDMI cable connected on one end to Transmitter 1 and on the other 
end to Receiver 1. 

• Receiver 1: A high-definition television set authorized to play HDTV content 

HDCP Encryption Step 1 (Authentication): 

Prior to sending any content from Source to Receiver 1, Transmitter 1 instantiates an 
authentication process with Receiver 1. The purpose of this authentication process is to confirm 
that Receive 1 is authorized to receive data from Transmitter 1. Two sets of data are used to 
identify that a certain transmitter or receiver is actually that transmitter or receiver. 

(1) Device Private Keys 

a. Transmitter 1 and Receiver 1 (like all HDCP transmitters and receivers) include 
“Device Private Keys.” These keys are unique to the transmitter or receiver that 
holds these keys, meaning that no other transmitter or receiver holds an identical 
set of Device Private Keys. Each Device Private key is a 56-bit key, and each 

                                                
6 See https://www.digital-cp.com/sites/default/files/resources/HDCP_deciphered_070808.pdf at 
3. 
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transmitter or receiver holds 40 Device Private Keys which are each 56-bit length-
keys. These are never shared with other HDCP transmitters or receivers.  

(2) Key Selection Vector 

a. In addition to the Device Private Key, Receiver 1 and Transmitter 1 (like any 
receiver and transmitter) each contain a Key Selection Vector unique to the device 
that holds a Key Selection Vector. Each Key Selection Vector is  a 20-bit binary 
value and is used like a public key in public-private key exchange authentication 
mechanisms to verify the identity of a particular device.  

Step 1, Part A:  

The first part of HDCP authentication is initiated by Transmitter 1, which occurs when 
Transmitter 1 sends (1) its Key Selection Vector (again, a key akin to a public key) to Receiver 1  
and (2) a second unique value that Transmitter 1 generates. This secondary value is based on a 
proprietary algorithm licensed by the   

Step 1, Part B:  

The second part of HDCP authentication is when Receiver 1 parses Transmitter 1’s 
communication and then returns (1) its own key Selection Vector back to Transmitter 1 along 
with (2) a unique value that identifies Receiver 1 as a repeater (see “HDCP Overview 
Definitions ” above for the definition of a receiver).  

Step 1, Part C:  

If this exchange of data between Transmitter 1 and Receiver 1 is successful, then a secret value, 
shared only between Receiver 1 and Transmitter 1, is generated. This shared secret is generated 
from a proprietary algorithm licensed by Digital Content Protection LLP, and the shared secret’s 
creation involves two steps: (1) Transmitter 1 using its Device Private Key (not shared with 
Receiver 1) and Receiver 1’s Key Selection Vector and (2) Receiver 1 using its Device Private 
Key (not shared with Transmitter 1) and Transmitter 1’s Key Selection Vector 

The overall purpose of this key-based exchange serves the purpose of confirming to Transmitter 
1 that Receiver 1 is actually Receiver 1, and separately confirming to Receiver 1 that Transmitter 
1 is really Transmitter 1.  
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Step 1, Part D: 

If Receiver 1 and Transmitter 1 have completed Part A, Part B, and Part C of Step 1 and 
ultimately verified to one another that each device matches the identity of what it purports to 
represent, then content may be transmitted from the Source by Transmitter 1 to Receiver 1. This 
transmission stream is encrypted using the key-based exchange authentication process described 
in Step 1. The encryption process uses two technical avenues to create an encrypted stream of 
content from Source and transmitted between Transmitter 1 and Receiver 1. 

HDCP Encryption Step 2 (conditional) 

Step 2 is a conditional step, meaning that it may or may not occur depending on whether or not 
Receiver 1 is a repeater. Suppose that instead of being a high-definition television (as the original 
example above instructs), Receiver 1 is a video-splitting device that enables the Source’s 
contents to play on multiple television screens.  If Receiver 1 is a repeater, then an intermediary 
step is performed: checking how many downstream Key Selection Vectors are present. This 
quantity is important because, as Digital Content Protection, LLC notes: “HDCP sources, 
repeaters and sinks may connect together in a tree-shaped topology with up to seven levels and 
127 devices. This enables many different combinations of devices. Encrypted HDCP content 
flows through this topology over HDCP-protected interfaces.”7 

HDCP Encryption Step 3 (Periodic Checks) (conditional 

Step 3 does not involve the initial authentication and authorization steps, but instead involves 
subsequent authentication and authorization. Specifically, every 128 frames of video or at least 
once every two seconds (but not necessarily once per second), a certain process occurs that has 
two purposes:  

(1) Receiver 1 sends a communication back to Transmitter 1 to verify that Transmitter 1 is 
still Transmitter 1, which simultaneously confirms to Transmitter 1 that Receiver 1 is still 
Receiver 1.  

(2) Receiver 1 and Transmitter 1 communicate to verify that the encrypted stream of content 
from Source to Transmitter 1 to Receiver 1 is synchronized.   

                                                
7 See https://www.digital-cp.com/sites/default/files/resources/HDCP_deciphered_070808.pdf at 
4.  
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HTML 5 Encryption 

Netflix, a major on-demand media provider, detailed its recent support for HTML 5 streaming 
video in a March 2017 Medium post.8 The company wrote, “we have launched HTML5 video on 
Chrome OS, Chrome, Internet Explorer, Safari, Opera, Firefox, and Edge on all supported 
operating systems.” In the same post, Netflix further described that “[our] adoption of HTML5 
has resulted in us contributing to a number of related industry standards,” including MPEG-
DASH, WebCrypto, and Encrypted Media Extensions. In a Comment submitted as part of the 
2014-2015 § 1201 Anticircumvention Rulemaking, HTML5’s encryption mechanism was 
discussed at the time of writing (late 2014).9  This memorandum expands upon that submission by 
discussing new or updated types of online media protection mechanisms.  

WebCrypto API 

WebCrypto is a “JavaScript API for performing a wide array of basic cryptographic operations in 
web applications,”10 including hashing, generating and verifying signatures, data encryption and 
decryption, derivation of shared secrets, and importing and exporting cryptographic keys.11 

Web applications are, of course, the means by which streaming video content is delivered to end 
customers. Netflix, Hulu, HBO Now, and YouTube are both web applications (as accessible 
from a web browser), but also operate through mobile OS-specific platforms like iOS and 
Android.  

The WebCrypto API has two features that make it relevant in the context of digital rights 
management: 

(1) Encryption without exposure of cryptographic keys: The ability to utilize private keys 
without making the contents of the key available to JavaScript. Otherwise, the risk is such 
that cryptographic content that should never be made available to the general public, like 
a private key, could operate in the web browser’s DOM tree and therefore potentially be 
exposed. Accessing the DOM tree is typically accomplished by right clicking on a web 
page and then selecting “Inspect Element” or “View Source” (or some variation thereof). 

(2) Data integrity protection: Online video streaming services often cache static content to 
execute faster load times. The Web Crypto API can encrypt the contents such as to 

                                                
8 https://medium.com/netflix-techblog/update-on-html5-video-for-netflix-fbb57e7d7ca0 
9 Comment of Authors Alliance et al., Docket No. 2014-07 (filed Feb. 6, 2015).  
10 https://www.w3.org/TR/WebCryptoAPI/; https://developer.mozilla.org/en-
US/docs/Web/API/Web_Crypto_API. 
11 https://webkit.org/blog/7790/update-on-web-cryptography/.  
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prevent the inappropriate taking of the protected media content or separately to confirm 
that it has not been tampered with (data integrity protection). 

MPEG-DASH 

The “MPEG” in “MPEG-DASH” is an acronym for the Moving Picture Expert Group (“a 
working group of ISO/IEC with the mission to develop standards for coded representation of 
digital audio and video and related data.”)12 and the “DASH” in “MPEG-DASH” stands for 
“Dynamic Active Streaming over HTTP.”13 MPEG-DASH is supported by a veritable 
consortium of technology companies, including:  

Google, Adobe, Akamai, Cisco, Comcast, Dolby, Ericsson, Microsoft, Netflix, Qualcomm, 
Samsung, Experi, Arris, Brightcode, Verizon (Digital Media Services), technicolor, 
Nexstreaming, and more.14  

MPEG-DASH supports the ability to apply different encryption protection schemes to different 
parts of a media file. For example, a movie can have different licensees available for the audio 
and video components of the movie file within the ContentProtection element.15 

Encrypted Media Extensions (EME) 

As specified by the W3C, EME is a proposed standard that 
“extends HTMLMediaElement [HTML51] providing APIs to control playback of encrypted 
content.”16 The full technical standard is available at https://www.w3.org/TR/encrypted-
media/#introduction.    

Like MPEG-DASH, EME permits licensors and other parties that have an interest in DRM 
diverse control over how, and by what mechanism, media content is encrypted. Implementations 
may “select content protection mechanisms, control license/key exchange, and execute custom 
license management algorithms.”17 

                                                
12 https://mpeg.chiariglione.org/.  
13 The ISO/IEC standard ISO/IEC 23009-1:2014(E) is available in PDF format at 
http://standards.iso.org/ittf/PubliclyAvailableStandards/c065274_ISO_IEC_23009-1_2014.zip 
and serves as the technical resource for this brief description. 
14 http://dashif.org/members/.  
15 ISO/IEC 23009-1:2014(E), pg. 75 (5.8.41: Content Protection). 
16 https://www.w3.org/TR/encrypted-media/.  
17 Id. 
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Widevine  

Widevine is a DRM solution produced by Google. Per its “Supported Platforms,” Widevine is 
deployed on a variety of living room media players, the main mobile OS platforms (Android and 
iOS), significant desktop operating systems (MacOS, Windows, Linux, and Chrome OS), and a 
variety of chipset vendors.18 Widevine includes support for several media encryption 
technologies discussed in this writing (MPEG-DASH, CENC, and EME).19  

                                                
18 http://www.widevine.com/supported_platforms.html. 
19 https://storage.googleapis.com/wvdocs/Widevine_DRM_Getting_Started.pdf; 
https://storage.googleapis.com/wvdocs/Widevine_DRM_Encryption_API.pdf.  
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